
Cyber-att acks and data theft  are the 
threats considered most likely to occur 
in the marine industry within the next 10 
years. They are also considered to be the 
third-most impac� ul issue, according to 
the Global Mariti me Issues Monitor 2018 . 
Worryingly, it is also the issue the industry 
is least well prepared for. Given these 
concerns, cyber risk has become a board-
level issue, with greater importance placed 
on miti gati ng the eff ects that cyber events 
could have on a company’s safety, fi nances 
and reputati on. The cyber threat landscape 
is constantly evolving, however. Att ack 
surfaces are broadening, as companies 
throughout the value chain take increasing 
advantage of opportuniti es based on 
interconnecti vity and automati on. Constant 
vigilance is essenti al.

By 2020, 60% of all businesses with 
digital operati ons will have suff ered major 
service failure related to breaches of 
security, Gartner esti mates . Hacks are 
oft en not detected for several months from 
fi rst incepti on: IBM calculated the mean 
ti me to identi fy a breach as 197 days, and 
the mean ti me to contain it a further 69 

days . Companies that contained a break 
in security in less than 30 days saved more 
than US$1 million, compared with those 
that took more than 30 days to resolve the 
issue, IBM esti mated.

Facing this complex, ever-changing 
cyber threat landscape requires a shift  in 
mind-set. The mariti me industry needs 
to take a strategic approach to protecti ng 
criti cal assets and business drivers. Once 
an organisati on has suffi  cient knowledge 
of the most likely cyber risks, they can build 
a scalable security posture that can be 
conti nuously adapted to meet the changing 
risks. Let’s look at some of these cyber risks 
in turn.

EVERYTHING CONNECTS
While the marine industry’s use of 
interconnected systems has brought 
tremendous benefi ts – such as greater 
effi  ciency, cost savings, and monitoring of 
systems - it has also brought considerable risk.

Signifi cant weaknesses have been 
identi fi ed in the cyber security of criti cal 
technology used for the operati on of modern 
commercial cargo vessels. Global positi oning 

systems (GPS), automati c identi fi cati on 
systems (AIS) and electronic chart displays 
and informati on systems (ECDIS), are all 
essenti al aids to navigati on in today’s 
modern ships, but each has been identi fi ed 
as potenti ally vulnerable to a cyber-att ack 
– potenti ally giving pirates the ability to 
monitor sources of sensiti ve informati on.

Meanwhile, wider internet connecti vity 
is driving increased use of cheaper and 
more portable smartphone devices in 
the industry, which may expose users to 
increasingly sophisti cated criminal groups. 
Criminals might manage to monitor 
communicati ons between individuals, 
gaining hugely valuable informati on about 
goods, locati ons, and digital protecti on 
processes and could compromise expensive 
security systems. For example, a breach 
could occur if criminals learn that physical 
barriers are going to be undermanned at a 
parti cular ti me and locati on.

Vessels are parti cularly vulnerable to 
cyber security threats when third-party 
personnel gain remote access to undertake 
maintenance and security checks, or when 
crew connect directly to a ship’s system 
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with devices such as tablets and memory 
sticks. Shipping companies also need to 
be aware of cyber threats from their own 
employees, who could strike back at the 
company if they are made redundant or 
bear a grudge against their employers. 

In addition, employees could unknowingly 
expose the company to a cyber-attack and 
steps should be taken to train employees to 
recognise where cyber risks may stem from 
and how to prevent them. For example, 
phishing (also known as social engineering 
fraud) is a constant threat to the industry 
and refers to a variety of techniques used 
by fraudsters to deceive and manipulate 
victims into voluntarily performing actions 
which result in them giving out confidential 
information or transferring funds. 

VULNERABLE SYSTEMS
Propulsion monitoring systems, cargo 
handling, container tracking systems 
and shipyard inventories are now all 
controlled using software to reduce costs 
and improve efficiency. However, the 
accessing, interconnecting, monitoring and 
networking of numerous shipping systems 
have created new cyber risks and previous 
events suggest these systems might be 
vulnerable to attacks or disruption.

For example, cyber-attacks on routing 
systems allow for the potential re-routing 
of cargo, enabling targeted trafficking and 
theft, causing considerable operational 
delays for ports and third-party logistics 
companies. Aside from disruption to 
services, there are inherent safety risks 

associated with cyber security through the 
compromise of computerised navigation 
and stability systems. 

Pirates could hack a marine company’s 
system, enabling them to target, track, 
board, and take specific cargo ships, offload 
the cargo and vanish before authorities 
can respond. For example, hackers working 
with a drug-smuggling gang infiltrated the 
computerised cargo tracking system of the 
Port of Antwerp to identify the shipping 
containers in which consignments of drugs 
had been hidden . The gang then drove 
the containers from the port, retrieved 
the drugs, and covered their tracks. This 
criminal activity continued for a two-year 
period, until it was stopped by police.

LOOKING AHEAD 
While crewless, fully autonomous ships are 
yet to navigate global waters, but interest in 
the potential of this technology is growing 
due to a combination of rising transport 
volumes, growing environmental concerns 
and a shortage of experienced and qualified 
seafarers. Autonomous technology in 
shipping could possibly provide greater 
monitoring of vessel performance, plus cost 
reductions and reduced risk to human life.

If the relevant regulatory approvals are 
achieved and autonomous technology 
is successfully introduced, however, the 
traditional and emerging risks these vessels 
pose will need to be carefully considered 
and mitigated by ship operators. 

Relying on automated systems could 
result in errors or system failure following 

an electrical or cyber derangement, which 
could have severe consequences. The system 
may detect an issue on board the ship, or an 
error or failure could cause sensors not to 
pick up on a danger or obstacle in the water. 
Safeguards and backup systems would need 
to be part of the overall design, in case 
primary systems fail or communications with 
the ship are interrupted.

Successful cyber-attacks against a ship 
operator or any party in the shipping industry 
inevitably lead to reputational damage for 
the victim and, potentially, the industry as 
a whole. In the current commercial climate 
of ferocious competition among maritime 
operators, a good reputation for prudent 
operations must be protected. Although 
many questions remain, it appears certain 
that cyber issues will stay at the forefront 
of the industry for the foreseeable future.
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