
Ports are critical infrastructures. Unavailability of a large port could present 
a major economic incident for a state or country, and could bring 'just in 
time' supply chains to a grinding halt in a number of days. Due to their 
interconnections and dependency on information and communications 
technology (ICT) systems and the internet, ports are increasingly vulnerable 
to cyber attacks. A solid cyber security plan is a must in any modern port. 
How ready are you?

PORTS ARE CRITICAL INFRASTRUCTURES
Critical infrastructure in any country’s context can be defined as physical 
facilities, supply chains, intangible assets, communication networks etc. 
whose destruction or unavailability for an extended period would seriously 
impact the health, safety, security or economic wellbeing of that country, 
its citizens and expats, or could cause a large scale loss of life, major social 
disturbance or mass casualties. Ports are such critical infrastructures.

They are a key facilitator in international trade and logistics, and they play 
a unique role in global supply chain activities. The key function of a seaport 
as a connection point between sea and inland transportation substantiates 
its importance to a regional economy. 

In the EU, sea ports play an important role facilitating the European 
Union's external trade (90 percent of the total, in terms of weight) and 
internal market exchanges (43 percent of the total). Industries and services 
belonging to the maritime sector contribute between three and five percent 
of EU gross domestic product (GDP), and maritime regions produce more 
than 40 percent of Europe’s GDP.i Ports are nodal points of inter-modal 
logistic chains. They are key for the sustainable growth of transport in 
Europe. 

THE IMPACT OF DISRUPTION ON PORT OPERATIONS
Maritime activities are so crucial that their unavailability or major delays 
in their supply chain would present a serious economic incident. The zero-
inventory, ‘just-in-time’ delivery system that sustains the flow of global 
commerce would come to a grinding halt; in a matter of days shelves at 
grocery stores and gas tanks at service stations would run empty. In certain 
ports, a disruption affecting energy supplies would likely send shock-waves 
through the global economy. The impact of the closed sea and airports after 
9-11, where the automotive industry had to close factories within 48 hours 
after port closing, clearly demonstrated the vulnerability of the ‘just-in-time’ 
based economy. 

RISKS AND VULNERABILITIES 
Ports are susceptible to various kinds of operational risks: accidents; 
equipment failure; mishandling of dangerous goods; congestion; labour 
strikes; inadequacy of labour skills and security breaches including sabotage, 
thefts and direct attacks.  

The maritime sector is characterised by an extremely diverse international 
labour force, thousands of intermediaries and vessel registration practices 
where some vessel owners can easily hide their true identity. It has already 

displayed vulnerabilities in the past (illegal smuggling of drugs, etc).  
Surprisingly, until now the threat of cyber security has not been discussed. 
Cyber security threats should be an important consideration in the maritime 
sector, considering the dependency of many of its operational aspects on 
Information and communications technology (ICT).

CYBER SECURITY THREATS

DEPENDENCE OF PORTS ON ICT
The maritime industry has evolved from the ‘paper and fax’ culture and 
adopted process automation through ICT, the use of the internet, and 
integrated IT systems. This has helped to achieve reduced cargo delays, 
faster processing times, better asset control, decreased payroll, fewer losses 
due to theft, and decreased insurance costs.

While large ports have benefited from increased productivity due to IT 
improvements in their supply chain, other stakeholders and trading parties 
– small shippers, forwarders, land and sea carriers, customs authorities, 
port and terminal operators have equally achieved tremendous savings and 
process improvements. Vessel turn-around times have been shortened, 
customs clearing accelerated, costs associated with redundant data entry 
eliminated and cargo handling costs slashed.

This has led to an increased dependency on e-processes, electronic 
information exchange, networked computers and control systems. The flip 
side of these operational benefits is that ports and maritime operations 
are now vulnerable to cyber threats. Digitisation and automation have 
given networks a key role in communications, and ports are increasingly 
dependent on the nerve systems of our societies. 

TARGETED SYSTEM COMPONENTS 
System components that are potential targets are multiple: the terminal 
operating system contains the location of containers and destination 
directions for unmanned vehicles. It has been deemed entirely feasible that 
pirates could hack a ship’s system and redirect it. 

The location system of the vessels could be used to misdirect vessels with 
terrible consequences. Malfunctioning of the port community system could 
prevent clearance and disrupt logistic flows. Failing radar systems would 
prevent proper vessel traffic management. Failing communication networks 
could cause various types of accidents, and endanger emergency response. 
On board vessels there is a growing reliance on electronic systems. There is 
a longstanding fear that terrorists may hack into systems and cause, at best, 
chaos and, at worst, a real disaster.

CYBER ATTACKS
Looking back at 2013, it is clear that successful tactics implemented by 
attackers continue to challenge enterprises to keep up with security basics. 
At IBM we continue to see operationally sophisticated attacks as the primary 
point of entry. Some of these were attacks of opportunity, where unpatched 
and untested web applications were vulnerable to basic SQL injection (SQLi) 
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or cross site scripti ng (XSS) exploitati on. Other att acks were successful 
because they violated the basic trust between end user and sites or social 
media personaliti es thought to be safe and legiti mate. Many of the breaches 
reported in 2013 were a result of poorly applied security fundamentals 
and policies and could have been miti gated by putti  ng some basic security 
hygiene into practi ce. For a variety of reasons, companies seem to be 
struggling with a commitment to apply basic security fundamentals. 

Watering hole att acks, which have conti nued, are a great example of 
how operati onal sophisti cati on is being used to reach targets not previously 
suscepti ble. By compromising a targeted central site and using it to serve 
malware, att ackers are able to reach more technically savvy victi ms who may 
not be fooled in phishing att empts, but who do not suspect that the sites they 
trust could be malicious. Several high tech companies, as well as government 
agencies have been successfully breached in past months. Oft en satellite 
sites, like franchises or local language sites, are not secured with the same 
standard as the home offi  ce. By going aft er a weaker point of entry into larger 
enterprises, att ackers were able to reach and tarnish well-known brands. This 
can damage a brand’s reputati on and create legal issues if sensiti ve customer 
data is leaked. These types of leaks aff ect the food industry, consumer 
electronics, automoti ve, and entertainment industries in parti cular. 

Att ackers have demonstrated enhanced technical sophisti cati on in the 
area of distributed denial of service (DDoS) att acks. DDoS methods per se 
are not advanced, but the method for increasing the amounts of capable 
bandwidth is a new and powerful way to halt business by interrupti ng online 
service. The banking industry was hit parti cularly hard in the fi rst half of 
2013. DDoS att acks are being used as a distracti on; allowing att ackers to 
breach other systems in the enterprise while IT staff  are forced to make 
diffi  cult risk-based decisions, possibly without visibility of the full scope of 
what is occurring.

PORTS, ARE YOU READY?
Security intelligence relies on data and the analyti cs, tools, and people who 
use them. These days most enterprises, including ports, are generati ng more 
data about what’s going on inside their businesses than they can put to good 
use. You’re likely to fi nd that the complexity of your environment is making 
it diffi  cult to understand and analyse all available data in a way that will help 
you make smarter decisions about cyber security. 

At IBM, we are constantly striving to fi nd the balance between improving 
the way to do business and the need to control and miti gate risk.iii Our 
approach includes technology, process and policy measures. It involves 10 
essenti al practi ces:iv
1.  Build a risk-aware culture: Build a risk-aware culture where there’s 

zero tolerance at a company level to colleagues being careless about 
security. Management needs to push this change relentlessly from the 
top down, while also implementi ng tools to track progress. 

2. Manage incidents and respond: A company-wide eff ort to implement 
intelligent analyti cs and automated response capabiliti es is essenti al. 
Creati ng an automated and unifi ed system will enable an enterprise to 
monitor its operati ons and respond quickly. 

3. Defend the workplace: Each work stati on, laptop or smart phone 
provides a potenti al opening for malicious att acks. The setti  ngs on 
each device must all be subject to centralised management and 
enforcement. And the streams of data within an enterprise have to be 
classifi ed and routed solely to authorised users. 

4. Security by design: One of the biggest vulnerabiliti es in informati on 
systems comes from implementi ng services fi rst, and then adding 
security on aft erwards. The only soluti on is to build in security from 
beginning, and to carry out regular tests to track compliance. 

5. Keep it clean: Managing updates on a hodgepodge of soft ware can be 
next to impossible. In a secure system, administrators can keep track of 
every program that’s running, be confi dent that it’s current, and have 
a system in place to install updates and patches as they’re released.

6. Control network access: Organisati ons that channel registered data 
through monitored access points will have a far easier ti me spotti  ng 
and isolati ng malware. 

7. Security in the cloud: If an organisati on is migrati ng certain IT services 

to a cloud environment, it will be in close quarters with lots of others 
possibly including scam arti sts. So it’s important to have the tools and 
procedures to isolate yourself from the others, and to monitor possible 
threats.

8. Patrol the neighbourhood: An enterprise’s culture of security must 
extend beyond company walls, and establish best practi ces among 
its contractors and suppliers. This is a similar process to the drive for 
quality control a generati on ago. 

9. Protect the company jewels: Each enterprise should carry out an 
inventory of its criti cal assets - whether it’s scienti fi c or technical data, 
confi denti al documents or clients’ private informati on and ensure it 
gets special treatment. Each priority item should be guarded, tracked, 
and encrypted as if the company’s survival hinged on it. 

10. Track who’s who: Organisati ons that mismanage the ‘identi ty lifecycle’ 
are operati ng in the dark and could be vulnerable to intrusions. You 
can address this risk by implementi ng meti culous systems to identi fy 
people, manage their permissions, and revoke those permissions as 
soon as they depart.

FORWARD THINKING
Ask yourself and your colleagues how well your organisati on is currently 
following the 10 essenti al practi ces outlined above. But don’t stop there. 
The complexity involved in making sound security decisions in today’s 
environment means you’d probably benefi t from talking to a specialist 
security expert from outside your company. A solid Port Cyber Security Plan 
is a must for any port in today’s interconnected world.

REFERENCES
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iiReport on security in mariti me transport: Mariti me Transport Committ ee 
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iiilink to the 10 Essenti als - www.ibm.co/Essenti alPracti ces
ivlink to Cyber Security Intelligence Index - www-935.ibm.com/services/us/
en/security/infographic/cybersecurityindex.html

Figure 1: Risks associated with ports and the mariti me sector.ii

People
• Att acking the ship to provoke 

human casualti es
• Using the cover of seafarer 

identi ti es to insert terrorist 
operati ves

Money
• Using revenue from shipping to 

fund terrorist acti viti es
• Using ships to launder illicit 

funds for terrorist organisati ons

External Impacts
• Loss of life and damage to property
• Disrupti on to trade fl ows
• Additi onal cost of transport due to 

additi onal security measures

Cargo
• Using cargo to smuggle people 

and/or weapons
• Using cargo to transport 

conventi onal nuclear, chemical 
or biological weapons

Vessels
• Using the vessel as a weapon
• Using the vessel to launch an att ack
• Sinking the vessel to disrupt 

infrastructure

THE JOURNAL OF PORTS AND TERMINALS THE JOURNAL OF PORTS AND TERMINALS

SPECIAL EDITION: TOP 30 PAPERS 2014-2016   59 



Since the article ´Cybersecurity in Ports´ was written in 2014, the use of 
information technology in ports and in cyberspace has evolved. Ports have 
become nodal points of intermodal logistic chains. With even more use of 
information technology, sharing of data and optimised processes, their 
increased interconnectivity makes them as vulnerable as ever to disruption. 

The Internet of Things (IoT) has taken off: Sensors connected to a network, 
in combination with code where specific sensor signals trigger automated 
execution of predesigned processes. Sometimes signal data are used to trigger 
physical follow-up actions, like the movement of a crane, or the opening of 
a locked door. Other times sensor data are used to improve operational and 
situational awareness. A new trend is to store signal data in block chains if 
they represent evidence of key events. Key events that could trigger invoicing, 
mandate specific payments, or transfer ownership from one party to another.

The Self Driving Car is rapidly gaining traction in the automotive industry. 
We all know the Google car, the Tesla cars and other electric vehicles. The 
IoT allows for the use of autonomous vehicles in ports as well. It was a no 
brainer for the designers that the two recently opened terminals in the Port 
of Rotterdam (APM Terminal, Rotterdam World Group Terminal) are using 
an IoT network plus IoT enabled autonomous transport vehicles. The next 
step could be the use of cognitive techniques where vehicles, cranes and 
other assets get smarter every day. Cognitive IT capabilities allow them to 
collect, interpret and actually understand structured and unstructured data. 
Based on these insights they will apply learning techniques to autonomously 
improve their efficiency and effectiveness. They will remodel their behaviour 
accordingly.   

All this sophistication makes ports very vulnerable to disruption. 
Manipulating sensor data or software algorithms can lead to physical and 
financial damage. Experiences of the last few years show that cyberattacks 
increase in number and get more sophisticated every year.  

The public awareness of cyber vulnerability fortunately is growing. 
Governments are wide awake now. The EU is building a construct of legal and 
policy measures that enforce proper protection of European organisations 
against cyberattacks. Already the new European General Data Protection 

Regulation (GDPR) has been adopted, forcing organisations to take measures 
to protect the data in their custody and report data breaches. The EU 
Member States have until 2018 to implement the required measures, ports 
will certainly be affected. The NIS Directive is another EU initiative - in force 
since 2016. It aims to bring cybersecurity capabilities at the same level of 
development in all the EU Member States, and has specific rules for critical 
public services. Ports will definitely be identified as such. Subsequently it will 
be mandatory for ports to implement specific cybersecurity measures, aimed 
to ensure resilience as an operating port.  

Besides cybersecuring the ´in house´ information systems, ports have to 
be aware of their cloud security. Service providers such as IBM, Amazon, and 
Soget these days offer solutions ´on cloud´ (Supply Chain Visibility Platform, 
analytic applications). This is a very attractive model for a port or a trade 
lane community, since it reduces cost and the need for extensive in-house IT 
capabilities. Security and privacy concerns are similar across cloud services and 
traditional non-cloud services. These concerns are amplified by the existence 
of external control over the cloud. Information as well as system components 
that were previously under the ports direct control now are under external 
control (cloud provider). There is a risk of cyberattacks in the cloud and the 
cloud-based solutions/assets. Ports will need to take responsibility for the 
security of the used cloud computing services. The port needs to ensure that 
the cloud contract has appropriate provisions for security and privacy. The 
contract e.g. needs to help maintain legal obligations to protect privacy of 
data stored and processed on the provider's systems (GDPR). The port must 
also ensure appropriate integration of cloud computing services with the 
ports own systems for managing security and privacy. 

Do you make use of autonomous transport vehicles, do you use the IoT, 
sensor data, do you have a data sharing platform or a Port Community 
System? Your port is at risk! 

You run a critical economic service, increasingly vulnerable for cyberattacks. 
Legislative measures NIS, GDPR will demand you to focus on cybersecurity, so 
will your shareholders and your clients. Did you apply the ten essential practices 
from the original article? They are valid, and more important than ever!

PREPARE FOR THE NEXT ATTACK
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